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and energy security to China’s participation in the Caspian Sea cooperation.
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Cyber Security Dilemma and Governance Mechanism
Lu Chuanying

Abstract: The Snowden incident has accelerated national competition in the realm of cybersecurity triggered a cy—
ber arm race and promoted the formation of an international security dilemma in cyberspace. The underlying rea—
sons for this are the characteristics of cyber technology and the dual-use nature of cyber products and services as
well as the universality and importance of cyberspace for the state and society. Therefore studying the cyber securi—
ty dilemma should not only concentrate on international political competition but also analyze from the perspectives
of technology commerce and politics and establish targeted governance mechanisms in different perspectives.

Keywords: Snowden incident; cyber security; technology nationalism

The Adjustments of US Cyber Intelligence Policy after Snowden Leaks
Wang Xiaofeng

Abstract: In order to relieve domestic and international pressures due to Snowden leaks the US government has
strengthened supervision on cyber intelligence activities regulated the collection storage application and sharing
of cyber intelligence through legislative and administrative measures and suspended some infringements of personal
privacy and business interests. Meanwhile the US government has increased investment to cope with the opportuni—
ties and challenges brought by the rapid development of cyberspace and the application of new technologies such as
big data and artificial intelligence. The article argues that the US government will pay more attention to cyber intelli—
gence and will be more cautious in making cyber intelligence projects covert operations. In the near future global
internet surveillance by the US intelligence community still poses threats on cyberspace and international relations.

Keywords: US; PRISM; Snowden leaks; cyber intelligence
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